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Why this matters …
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2025/2026 …
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“What is needed is an electronic payment system based on cryptographic proof 
instead of trust, allowing any two willing parties to transact directly with each 

other without the need for a trusted third party.”

Cryptocurrency:
Enabling online transactions without an intermediary

Cryptocurrencies are, at their essence,            
computer programs.

Each cryptocurrency operates its own                    
peer-to-peer network.

Units of the cryptocurrency are used to store and 
transmit value among the network participants.

The systems rely on a distributed transaction 
ledger, called a blockchain.
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Three Points (a quick review)

1. A financial system without a bank (or govt.) to approve transactions;

2. Computers (and their protocols) are verifying transactions; and

3. The blockchain “records” transactions, 

     (not a bank + nor a government = without an intermediary).
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Market Cap
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Wallet Types

• Paper;

• Hardware (i.e., Trezor);

• Software (i.e., Phone App – Toast);

• Online/Hosted  (i.e., Coinbase Exchange)

Software called “Wallet” software connects users to the 
Bitcoin network and helps them manage their bitcoin.
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Select a Wallet
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Wallet Interface
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Generate an Address
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Generate an Address
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•The “Create Wallet” button generates a 
public-private key pair, an element of “public 
key” or “asymmetric” cryptography.

•The public-private key pair consists of two 
“keys”:

•A Private Key, which must be kept secret 
like a super-strong password or pin 
number.
•A Public Key, which can be shared with 
everyone, which is represented as a Bitcoin 
address.

•The private key is stored as part of a
wallet file, similar to any other computer file.

FORMATS
Example Bitcoin Address:
12QivkMW62oiQJQCidBK6A6kfHZSLyVLgn
26-35 alphanumeric characters, beginning with 1, 3, 
or bc1

Example Private Key:
5Hwgr3u458GLafKBgxtssHSPqJnYoGrSzgQsPwLFh
LNYskDPyyA

Generate an Address [P.O. Box analogy]
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 Visualize: Wallet, Public Keys, Private Keys

Digital Assets  |  K&L Gates



Initiate a Transaction
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Send Bitcoin
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Transaction Announcement
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Mining
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New Block is Appended to the Blockchain

**03/24: 
3.125 BTC
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→ → → → →

Previous
Block

Next
BlockJen pays Bob 3 bitcoins ✓

Chris pays Lisa 2 bitcoins ✓

Ed pays Bill 2 bitcoins ✓

Reward myself 3.125 bitcoins



VASPs/MSBs/FinCEN/SEC
Crypto Industry and Regulation 
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Exchanges
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US Financial Crimes Enforcement Network (FinCEN)
FinCEN is a bureau of the U.S. Department of the Treasury. 

The Director of FinCEN is appointed by the Secretary of the Treasury and 
reports to the Treasury Under Secretary for Terrorism and Financial Intelligence. 

FinCEN’s mission is to safeguard the financial system from illicit use and 
combat money laundering and promote national security through the 
collection, analysis, and dissemination of financial intelligence and strategic use 
of financial authorities.
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FinCEN Registration

 1) As defined in the BSA …“financial institution” includes: ….

• A licensed sender of money … who engages as a business in the transmission of funds, 
including ….  the transfer of money … outside of the conventional financial institutions 
system (31 USC 5312(a)(2)),

    (i.e., a Virtual Currency Exchange or P2P Exchanger are Financial Institutions);

 2) Virtual currency companies, wherever located, must register with FinCEN as MSBs if they do    
     business “wholly or in substantial part” within the United States. 
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https://bsaaml.ffiec.gov/docs/manual/regulations/31USC5312.htm#31USC5312a2


VASPs Collect Useful Information

• True Name
• Address
• DOB
• Driver’s License Number
• Passport Number
• Social Security Number
• Bank Account 

Information
• IP Addresses

• E-mail Address
• Device Information
• Phone Number
• Photograph
• Transaction History
• Other Services Used
• Associated wallets
• Customer 

communications

Digital Assets  |  K&L Gates



S E C U R I T I E S  L A W  1 0 1

The Core Question: Is a Crypto Asset a “Security”?

The SEC’s central concern has been simple: when a crypto asset is sold like an investment, buyers deserve the same disclosure and anti-fraud protections as any stock 

or bond.

The “Howey” Test

A transaction is an “investment contract” (and therefore a security) when there is:

1 An investment of money

2 In a common enterprise

3 With a reasonable expectation of profit

4 Derived from the efforts of others

Why Asset Managers Care

✓ Registration & disclosure

If a token is a security, offers must be registered or exempt.

✓ Enforcement risk

Historically the SEC regulated “by enforcement,” creating uncertainty for 

issuers and funds.

✓ Investor protection

The label a promoter uses does not control — the economic reality of the 

sale does.

Bottom line: most tokens are not, by themselves, securities — but how they are sold can pull them into the securities laws.
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R E G U L A T O R Y  L A N D S C A P E

The SEC’s New Crypto Taxonomy (March 2026)

On March 17, 2026 the SEC (joined by the CFTC) issued interpretive guidance sorting crypto assets into five categories. This is the first holistic securities analysis 

framework for the crypto market. Most categories are not securities.

Digital Commodities

Native network tokens whose 

value comes from a functional 

crypto system, not others’ efforts.

Not a security

Digital Collectibles

Collected or used items; may be a 

security if fractionalized into 

ownership interests.

Not a security*

Digital Tools

Perform a practical function 

(ticket, ID, title); often non-

transferable.

Not a security

Stablecoins

Payment stablecoins under the 

GENIUS Act are generally not 

securities; others may be.

Generally not*

Digital Securities

A financial instrument that meets 

the definition of “security” and is 

issued as a token.

Is a security

* Collectibles may be securities if fractionalized; some stablecoins may be securities depending on their features.
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Blockchain Analysis

Tracing the Transactions
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Blockchain Analysis
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Resources
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https://www.klgates.com/thought-leadership/Digital-Asset-Update-CLARITY-Act-Takes-Another-Step-Forward-8-14-
2026
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Questions?

Sanjeev.Bhasker@klgates.com    Thoreau.Bartmann@klgates.com
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